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1. How can people reveal a population-level fact without revealing their 
individual answers? Differential Privacy (a short introduction)

2. How can we learn to generate AI slop images from a “distribution”, a.k.a. 
generative modeling? Diffusion Models (a very short introduction)

3. How to combine both of these to enable data generation across multiple 
sites holding some private data?

• Patel, K. K., Jiang, B., Kabir, A. F. M., Zhang, W., Zou, D., & Wang, L. 
(2026). Personalized federated training of diffusion models with privacy 
guarantees. In Proceedings of the IEEE/CVF Conference on Computer 
Vision and Pattern Recognition (pp. 31790-31801). 
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We Want One Population Atatistic, not Individual Answers

• Student i holds a sensitive bit indicating if they have ever cheated


 Xi ∈ {0,1}

• We want to estimate


p =
1
n

n

∑
i=1

Xi

• Each student sends me a message Yi ∈ ℝ

• The protocol should make p estimable while preventing me to reliably infer 
any particular  Xi
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Protocol
Each student sends the truthful bit:





I report the sample average of the 
messages

Yi = Xi

Consequence
Accuracy: perfect.


Privacy: none.


I learns  exactly, but also learns every 
individual 

p
Xi
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Uniform Randomization Gives privacy Without Information

Protocol
Each student ignores the truth and 
reports a fair random bit, i.e., 


ℙ(Yi = 1) =
1
2

Consequence
Privacy: perfect.


Accuracy: none.


The reports are independent of the 
sensitive bits, i.e., , so they 
contain no information about .

Xi ⊥ Yi
p
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Randomized Response Interpolates Between the Two Extremes

• Choose a parameter γ ∈ [0,
1
2 ]

• With probability  report the true response

1
2

+ γ

Yi = Xi

• With probability  report the false response

1
2

− γ

Yi = 1 − Xi

• : perfectly private but useless.    γ = 0

• : perfectly accurate but non-private.γ =
1
2



At an Intermediate Value, Every Report Remains Deniable

Take . The student reports the truth with probability  and flips it with probability .γ =
1
4

3
4

1
4

ℙ(Yi = 1 ∣ Xi = 1) =
3
4

ℙ(Yi = 1 ∣ Xi = 0) =
1
4

ℙ(Yi = 0 ∣ Xi = 1) =
1
4

ℙ(Yi = 0 ∣ Xi = 0) =
3
4

Either possible truth can produce either possible report. The report changes the odds, but it 
does not determine the truth.
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• Stanley Warner introduced the method in 1965 to reduce evasive-answer bias


• Stanley L. Warner, “Randomized Response: A Survey Technique for 
Eliminating Evasive Answer Bias,” JASA, 1965.

• Direct questions about stigmatized or illegal behavior often produce refusals 
or dishonest answers

• Randomization gives each respondent plausible deniability: no reported 
answer proves the underlying truth

• The analyst knows the randomization probabilities, so the aggregate 
distribution of reports still identifies the population prevalence

• Differential privacy later supplied a general mathematical language for this 
protection, circa 2003
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The Randomized Report has a Simple Conditional Expectation

• Condition on the private bit  and average over the student’s randomization. Xi

𝔼[Yi ∣ Xi] = Xi ( 1
2

+ γ) + (1 − Xi)( 1
2

− γ)
𝔼[Yi ∣ Xi] = 2γXi +

1
2

− γ

𝔼
Yi − 1

2 + γ

2γ
∣ Xi = Xi

• The transformed report is an unbiased estimator of the private bit.
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Averaging the Transformed Reports gives an Unbiased Estimator

• Define the estimator from all n reports 

̂p =
1
n

n

∑
i=1

Yi − 1
2 + γ

2γ

𝔼[ ̂p ] =
1
n

n

∑
i=1

𝔼
Yi − 1

2 + γ

2γ

𝔼[ ̂p ] =
1
n

n

∑
i=1

Xi = p

• Individual reports remain ambiguous, but their properly debiased average targets the true 
prevalence exactly in expectation.
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The Report Variance is the Same for Either Private Answer

•  is Bernoulli with parameter Yi
1
2

+ γ

Var(Yi ∣ Xi = 1) = ( 1
2

+ γ) ( 1
2

− γ)
Var(Yi ∣ Xi = 0) = ( 1

2
− γ) ( 1

2
+ γ)

Var(Yi) =
1
4

− γ2

• The exact variance does not depend on the unknown prevalence p.
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The Estimator has a Closed Form for its Variance
• Assume the students randomize independently.

Var( ̂p ) =
1

4γ2n2

n

∑
i=1

Var(Yi)

Var( ̂p ) =
1

4γ2n2
n ( 1

4
− γ2)

Var( ̂p ) =
1
4 − γ2

4γ2n

• Because the estimator is unbiased, its mean-squared error equals this variance.
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The Exact Root-mean-squared Scales as 1/(γ n)
• To see this note that:

𝔼[( ̂p − p)2] =
1
4 − γ2

2γ n

𝔼[( ̂p − p)2] ≤
1

4γ n

ℙ( | ̂p − p | ≥ t) ≤
1
4 − γ2

4γ2nt2

• The last line follows from Chebyshev’s inequality. Smaller gamma gives stronger privacy but 
larger statistical error.



How can we quantify how much an observed report 
distinguishes two possible truths?

The answer will compare the entire output distribution under every pair of possible private inputs.

17
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• A randomizer R satisfies epsilon-local differential privacy if, for every two inputs and every 
output event:

ℙ(R(x) ∈ O) ≤ eεℙ(R(x′￼) ∈ O)

x, x′￼ ∈ 𝒳, O ⊆ 𝒴

• The probability is over the randomizer. 

• Because x and x' can be swapped, the two probabilities must be comparable in both 
directions. 

• Smaller  means stronger privacy.ϵ
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Randomized response has an exact LDP parameter

• For binary outputs, it suffices to compare the probability of each possible report.

max
x,x′￼,y

ℙ(R(x) = y)
ℙ(R(x′￼) = y)

=
1
2 + γ
1
2 − γ

ε = log
1
2 + γ
1
2 − γ

• The worst case compares a report that agrees with one input and disagrees with the other. 
Because the pointwise ratio is bounded for every report y, summing over all y in an event O 
gives the event-level LDP inequality. 

• At = 1/4, = log 3γ ϵ



What if students trust the instructor with truthful answers, 
but do not trust the people who see the published result?

The instructor may now aggregate the clean data before adding randomness.

22
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Neighboring datasets isolate one individual’s contribution

• Under bounded adjacency, D and D' have the same size and differ in one entry.

D = (x1, …, xi, …, xn)

D′￼ = (x1, …, x′￼i, …, xn)

D ∼ D′￼

• A randomized algorithm M satisfies pure epsilon-DP if, for all neighboring datasets and all output 
events:

ℙ(M(D) ∈ O) ≤ eεℙ(M(D′￼) ∈ O)

D ∼ D′￼, O ⊆ 𝒴

• DP says that one person cannot change the probability of any observable event by more than the 
multiplicative factor .eϵ
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Central DP places trust in a curator
• Individuals send clean data to a trusted curator. The curator releases only a randomized result

• The privacy guarantee constrains the public output, not the curator’s internal view.

• Because the curator can aggregate before randomizing, central DP generally provides 
substantially better accuracy than local DP.

• The protected unit must still be specified: one record, one person, or an entire institution can 
define different neighboring relations. 
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Local and central DP use the same idea with different inputs

Local DP
Compared inputs: two possible individual 
values x and x'.


Randomization: before communication.


Clean data seen by: only the individual.


Trust: no curator is trusted.


Central DP
Compared inputs: neighboring datasets D 
and D'.


Randomization: before public release.


Clean data seen by: trusted curator.


Trust: curator sees raw data.
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DP Limits the Effect of Participation, not Population Knowledge

• DP does protect against conclusions that depend strongly on one individual’s record. If an 
attack works when your data are present, it must work almost as well when your data are 
replaced or removed.

• DP does not prevent learning genuine facts about a population. If a study concludes that 
smoking increases cancer risk, a smoker may be affected by that conclusion even when the 
study is private.

• The relevant guarantee is that one smoker’s participation did not cause the conclusion. 
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Post-processing Cannot Weaken Differential Privacy

• Suppose M is -DP and F accesses only M(D), not the original dataset.(ϵ, δ)

ℙ(F(M(D)) ∈ O) = ℙ(M(D) ∈ F−1(O))

ℙ(M(D) ∈ F−1(O)) ≤ eεℙ(M(D′￼) ∈ F−1(O)) + δ

ℙ(F(M(D)) ∈ O) ≤ eεℙ(F(M(D′￼)) ∈ O) + δ

• For a randomized F, condition on its independent randomness and average. 

• Thus training on or transforming a privatized release retains the privacy guarantee.
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Approximate DP Allows a Small Additive Slack
• A randomized algorithm M is -DP if:(ϵ, δ)

ℙ(M(D) ∈ O) ≤ eεℙ(M(D′￼) ∈ O) + δ

• The inequality must hold for every pair of neighboring datasets and every output event.

• The parameter delta permits a small amount of probability mass that the multiplicative 
comparison does not cover. We must set it smaller than  to avoid catastrophe! 1/n

• This relaxation enables the Gaussian mechanism and often supports better composition and 
high-dimensional utility. 
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Gaussian Mechanism and L2 Sensitivity
• For a vector-valued function f, its l2 sensitivity is:

Δ2 = max
D∼D′￼

∥f(D) − f(D′￼)∥2

• A mechanism must add noise relative to the largest possible change caused by one protected 
unit, not relative to the average change.

• The Gaussian mechanism adds isotropic noise calibrated to sensitivity: 

M(D) = f(D) + Z ∼ 𝒩(0,σ2I)

σ ≥
Δ2 2 log(1.25/δ)

ε

• For and , the above noise calibration gives -central-DP0 < ϵ < 1 0 < δ < 1/2 (ϵ, δ)
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The Same Gaussian Mechanism Supports Central or Local DP

Central Gaussian Mechanism




Compare neighboring datasets D and D'.


Sensitivity: .


A trusted curator adds noise after 
collecting clean data.

M(D) = f(D) + Z

max
D∼D′￼

∥f(D) − f(D′￼)∥2

Local Gaussian Mechanism




Compare any two possible inputs x and 
x'.


Sensitivity: .


The individual adds noise before 
communicating.

R(x) = f(x) + Z

max
x,x′￼

∥f(x) − f(x′￼)∥2
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Clipping Gives a Finite Local Sensitivity for Vectors

• We define clipping as follows:

clip(x, C) = x ⋅ min {1,
C

∥x∥2 }
⇒ ∥clip(x, C)∥2 ≤ C

• Clipping bounds the global sensitivity because:

∥clip(x, C) − clip(x′￼, C)∥2 ≤ ∥clip(x, C)∥2 + ∥clip(x′￼, C)∥2

∥clip(x, C) − clip(x′￼, C)∥2 ≤ 2C

• Thus the local Gaussian mechanism applied to a clipped vector has L2 sensitivity at most 2C.
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Summary of the Ingredients we Will Use
1. Randomization can hide individual values while preserving population information.

2. Local DP protects each input before communication; central DP trusts a curator with clean 
data.

3. Approximate DP permits Gaussian noise while requiring delta to be extremely small.

4. Clipping bounds sensitivity, and the Gaussian mechanism calibrates noise to that bound.

5. Any later computation on a private release remains private by post-processing.



Five-minute break

When we return, we will combine privacy, 
diffusion models, and personalization.

The project starts from one question: what should remain global, and what should remain local?

68















65bn
messages sent over WhatsApp and 
two billion minutes of voice and 
video calls made

A DAY IN DATA 
The exponential growth of data is undisputed, but the numbers behind this explosion - fuelled by internet of things and 
the use of connected devcies – are hard to comprehend, particularly when looked at in the context of one day

billion emails are sent

320bn

294bn
 emails to be sent 
each day by 2021

306bn
emails to be sent 
each day by 2020

500m
tweets are sent  
every day

Searches made a day 5bn

3.5bn
Searches made
a day from Google

DEMYSTIFIYING DATA UNITS 
From the more familiar 'bit' or 'megabyte', larger units of measurement are more frequently 
being used to explain the masses of data

bit

byte

kilobyte

megabyte

gigabyte

terabyte

petabyte

exabyte

zettabyte

yottabyte

0 or 1

8 bits

1,000 bytes

1,0002 bytes

1,0003 bytes

1,0004 bytes

1,0005 bytes

1,0006 bytes

1,0007 bytes

1,0008 bytes

1/8 of a byte

1 byte

1,000 bytes

1,000,000 bytes

1,000,000,000 bytes

1,000,000,000,000 bytes

1,000,000,000,000,000 bytes

1,000,000,000,000,000,000 bytes

1,000,000,000,000,000,000,000 bytes

1,000,000,000,000,000,000,000,000 bytes

*A lowercase "b" is used as an abbreviation for bits, while an uppercase "B" represents bytes.

3.9bn
people use emails 

28PB4TB
of data produced by a connected car

4PB
of data created by  
Facebook, including

350m photos

100m hours of video  
watch time 

to be generated from wearable 
devices by 2020

463EB
of data will be created every day by 2025

95m
photos and videos are 
shared on Instagram 

ACCUMULATED DIGITAL UNIVERSE OF DATA 

4.4ZB
44ZB

2019 2020

Twitter

Radicati Group

PwC

Facebook Research  

Facebook 

Intel

Smart insights

Statista

Instagram Business 

IDC

b
B
KB
MB
GB
TB
PB
EB
ZB
YB

Unit Value Size
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Chest X-ray images

S1 ∼ 𝒟

S2 ∼ 𝒟

S3 ∼ 𝒟

SM ∼ 𝒟

min
w

𝔼𝒯
 

min
w

𝔼𝒯
 

min
w

𝔼𝒯
 

min
w

𝔼𝒯
 

Many possible downstream tasks:


• Disease classifi

• Localizing infected regions


• Predicting severity/progression


• Policies for decision making


• Or, learning some general purpose 
embeddings

Task Heterogeneity 
- Diff
ff

One natural solution to deal with potentially unforeseeable task 
heterogeneity is to train a single model to generate synthetic 

data for all clients
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37
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sample from

37

Combined 
dataset

Known forward diffusion 
process maps clean images 
to pure noise

Diffusion model learns to predict this noise Random SeedSynthetic image
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Clean chest  
X-ray images

Some noise 
distribution 
that is easy to  
sample from

37

Combined 
dataset

Known forward diff



Diff Random SeedSynthetic image

Multiple  
hospitals

This has no privacy guarantee and the global model  
can be attacked to reveal sensitive information
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“Unfortunately, we applied DP-SGD to our diffusion model codebase and found 
that it caused the training on CIFAR-10 to consistently diverge, even at high 
values for ε (the privacy budget, around 50). In fact, even applying a non-trivial 
gradient clipping or noising on their own (both are required in DP-SGD) 
caused the training to fail. We leave a further investigation of these failures to 
future work, and we believe that new advances in DP-SGD and privacy-
preserving training techniques may be required to train diffusion models in 
privacy-sensitive settings.”
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“Unfortunately, we applied DP-SGD to our diffusion model codebase and found 
that it caused the training on CIFAR-10 to consistently diverge, even at high 
values for ε (the privacy budget, around 50). In fact, even applying a non-trivial 
gradient clipping or noising on their own (both are required in DP-SGD) 
caused the training to fail. We leave a further investigation of these failures to 
future work, and we believe that new advances in DP-SGD and privacy-
preserving training techniques may be required to train diffusion models in 
privacy-sensitive settings.”

But has there been no progress on DP training since the last 2 years? 
Will come back to it towards the end……
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Chest X-ray images

S1 ∼ 𝒟


S2 ∼ 𝒟


S3 ∼ 𝒟


SM ∼ 𝒟


min
w

𝔼𝒯￼
 

min
w

𝔼𝒯￼
 

min
w

𝔼𝒯￼
 

min
w

𝔼𝒯￼
 

Many possible downstream tasks:


• Disease classifi

• Localizing infected regions


• Predicting severity/progression


• Policies for decision making


• Or, learning some general purpose 
embeddings

Data Heterogeneity 
- Distributions 
- Sample sizes

Task Heterogeneity 
- Diff
ff

An even better solution now would also deal with the data  
heterogeneity by generating  different generative models 
one for each hospital, i.e. do personalization

M

-Nvidia CLARA
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Each hospital with its personal  
(and smaller) diff

Large global (and potentially public) 
diff

Clean chest  
X-ray images

Noisy chest  
X-ray images

Aggregated 
noisy dataset

Pure noise

Forward 
diff

Random seed

This personalized approach satisfies Local DP 
for each image in each hospital 



Canonical Training of Diffusion Models (DDPM)

Denoising Diffusion Probabilistic Models. Jonathan Ho, Ajay Jain, Pieter Abbeel (2020) 



Canonical Training of Diffusion Models (DDPM)

Denoising Diffusion Probabilistic Models. Jonathan Ho, Ajay Jain, Pieter Abbeel (2020) 

• Sample a clean image from your dataset:  x0 ∼ 𝒟



Canonical Training of Diffusion Models (DDPM)

Denoising Diffusion Probabilistic Models. Jonathan Ho, Ajay Jain, Pieter Abbeel (2020) 

• Sample a clean image from your dataset:  x0 ∼ 𝒟

• Progressively noise it for : ,  where t ∈ [T] xt = 1 − βt xt−1 + βt zt zt ∼ 𝒩(0,I)
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• Sample a clean image from your dataset:  x0 ∼ 𝒟

• Progressively noise it for : ,  where t ∈ [T] xt = 1 − βt xt−1 + βt zt zt ∼ 𝒩(0,I)

• For  this implies, ᾱt :=
t

∏
s=1

(1 − βs) xt = ᾱt x0 + 1 − ᾱt zt

• For a sufficiently large  and an appropriate noise schedule  approaches T xT 𝒩(0,I)

• Key fact: under certain assumptions on , !!𝒟 p(xt−1 ∣ xt) ≈ 𝒩(μ(xt, t), Σ(xt, t))
• Ho et al. reduce the “reverse” step to estimating  using a NN   μ(xt, t) μθ(xt, t)
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Predicting noised images 
or the noise itself are 
“equivalent”

Sample across the 
trajectory
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We finally use conditional generation to only generate clean images
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Clean chest  
X-ray images
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Pure noise

Forward 
diff

Random seed

Each client performs  steps of forward difft0

Time step T

To further improve privacy 
we clip these images at C

Noisy chest  
X-ray images

We augment the local  datasets 
as well but  only share the 
clipped images

We fi

The aggregate 
distributions on 
the clients don’t 

match the 
distribution which 
is used to train the 

global model!!! 

If you squint enough the 
clipped and the unclipped 

images look the same upon 
adding noise :) 
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Theorem: 
ff 
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-Local DP


where  and .

S̄ = {Sm}m∈[M]
t0 T

{βt}T
t=1 C x ∈ S̄

( 2C2

σ2
+ C

8 log(1/δ)
σ2

, δ)
σ2 = (1 − ᾱt0)/ᾱt0 ᾱt =

t

∏
s=1

(1 − βs)

For example, with , a linear noise schedule, and clipping parameter 
, choosing  yields an -LDP guarantee.

T = 1000
C = 10 t0 = 690 (10,10−5)

For the rest of the talk we will fix the privacy level 
to -LDP(ϵ = 10,δ = 10−5)



Outputs of the Shared Model



Exploiting the Progressive Refinement of Diffusion Models
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Membership Inference (PIA) Attack

Our Model

Non-private Centralized Models

These are  
white-box 
attacks

What about  
DP training? 
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Reconstruction Attack

Noisy image uploaded by the client

Reconstruction attack #2 (can only 
access the global model)

Clean image

Reconstruction attack #1 (can access 
the global model as well as a denser 
trained on a related data distribution)

For the CelebA dataset, the pre-trained 
attack model is trained on a dataset 
that consists of 5,000 female–black-
hair, 5,000 female–non-black-hair, and 
50 male–non-black-hair samples. For 
this dataset, we aim to reconstruct 
images with male and black hair.
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Personalization Alleviates Heterogeneity Issues

The benefit of 
collaboration 
increases as we 
increase the 
number of clients 
for CIFAR-10.

This is in fact  
pre-trained  
on ImageNet



Performance on a Downstream Task

Accuracy for a classification task using  
models trained using our synthetic data

Theoretical utility guarantee: We also have utility guarantees, for a 
GMM estimation task using a piece-wise linear model, where we show it 
is always individually rational to participate in the collaboration.


